Phu luc
THONG TIN CHI TIET VE MA PQC

1. Thong tin chi tiét vé ma ddc trojan Redline Stealer

RedLine Stealer 1a m3 doc xuét hién 1an dau tién vao khoang thang 3 nam 2020, ma
doc nay c6 kha nang trich xuét thong tin ding nhap tir nhidu ngudn khac nhau, bao gdbm
trinh duyét web, img dung FTP, email, Steam, ing dung nhén tin va VPN.

Mot bién thé méi cia ma doc trojan Redline Stealer da duoc phat hién trén khong gian
mang, ma ddc nay trién khai cac bytecode Lua dé thuc hién cc hanh vi doc hai. Dix
liéu cho thdy ma ddc dang rat pho bién khi né 1ay nhiém trai dai Bac My, Nam My,
Chéu Au, Chau A va Uc.

Cac don vi co thé tai xuéng cac ma 10C tai https://alert.khonggianmang.vn/

Du6i day 1 mot s6 IoC dwoge ghi nhan

5e37b3289054d5e774c02a6ec491
5a60156d715f3a02aaceb7256¢cc3e bdc6610
https[:]//github[.]com/microsoft/vcpkg/files/1412
5503/Cheat.Lab.2.7.2.zip
873aa2e88dbc2efa089eb6efd1c8a5370e04c915749

Cheat.Lab.2.7.2.zip

Cheat.Lab.2.7.2.zip

luas1.dil d763112912bcb640439997
readme.txt 751197824cd211ae710655¢60a26885cd7997410f
0a5e4e582e3b635492b4cad
: dfbf23697cfd9d35263af7a455351480920a95bfc
compiler.exe
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Redline C2 213[.]248][.143[.]158

hxxps://github.com/microsoft/STL/files/1443256
5/Cheater.Pro.1.6.0.zip

Trojanised Git Repo

2. Tai li¢u tham khao

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/redline-stealer-anovel-
approach/
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